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1. Introduction

Development, creation and
use of generators with a radia-
tion power of the order of and
more than 1 GW with pulse du-
ration of 107 to 107'* seconds
necessitates the further devel-
opment of methods and devices
for the protection of radio elec-
tronic means. This is due to the
possibility of both accidental
and deliberate (as a result of
terrorist acts) use of such gen-
erators, which can lead to the
REM disruption at considerable
distances. At the same time,
the threat of REM serviceabili-
ty disruption is usually created
when electromagnetic radia-
tion (EMR) interacts with an-
tennas, communication lines,
conductors and radioelements
of equipment. This interaction
leads to the transformation of
the electromagnetic field into
voltages and currents.

The most vulnerable to the
EMR influence are the REM el-
ements directly connected to the
antenna output, to the cables and
conductors. In addition to these
elements, the cables themselves
are exposed to impulse voltages,
which in certain cases can dam-
age their insulation and cause a
short circuit between its cores and
the sheath. The most dangerous
in terms of its impact on radio
electronic equipment (REE) is a
powerful EMR of the ultrashort
pulse duration (UPD) [1].

Proceeding from this, the
problem of ensuring the dura-
bility and reliability of modern
REM to the impact of powerful
EMR of ultrashort pulse dura-
tion acquires a pronounced sys-
temic character.

REE features, as a protection
object, determine the require-
ments for the applied protective
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By analyzing the known achievements in the field of devel-
oping effective methods and creating protection facilities for
REM, a number of unresolved problems in the field of creation
of plasma protection technologies have been determined.
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and the main relations are obtained to determine the expedi-
ency of using the proposed technology in the interests of the
REM integrated protection from the powerful EMR UPD.

A relation is made for the breakdown criterion in a gaseous
plasma medium that relates the value of the breakdown field to
the concentration of charged particles determined by the ion-
ization source. The structure of a solid-state plasma medium is
described, which can be used as a protective shield. The order
of finding the REM screening coefficient is shown, based on
the determination of the distribution function of charged par-
ticles for finding the main macroscopic properties of plasma by
solving the kinetic equation of the Lenard-Balescu equation.
A relation is given for the damping coefficient of an electro-
magnetic wave in solid-state plasma. Numerical estimates are
presented in the form of graphs showing the possibility of us-
ing plasma technology to protect the REM from a powerful
EMR through possible channels of penetration. The discussion
of the obtained results is presented and it is indicated on the
possibility and prospects of using the proposed technology for
REM protection, especially with limitations on the weight di-
mensions of protection devices.
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The issues of development
of methods and means for REM
protection from the impact of
a powerful EMR have been de-
voted to a significant number
of publications. So in [2] for
the first time the radioisotope-
plasma technology of creation
of absorbing materials for REM
protection from EMR is pro-
posed. However, the results of
the studies do not take into
account the possibility and ne-
cessity of controlling the elec-
trophysical properties of the
material by changing its mag-
netic permeability. In [3], the
results of creating a number of
multilayer materials that en-
sure the EMR absorptio in the
frequency range 8-80 GHz are
more than 10 dB. In [4], an ap-
proach is proposed to evaluate
the effect of structural inhomo-
geneities of an electromagnetic
shield on its protective proper-
ties. In [5], studies of composite
materials based on hexaferrite
and barium aluminates are
carried out. The possibility of
effective protection of biologi-
cal and technical objects from
EMR in the frequency range
70-90 GHz is shown. In [6],
the results of the investigation
of the interaction of EMP with
matter are presented. In [7],
the frequency dependences of
the dielectric and magnetic per-
meabilities of composite radio
materials, which are a mixture
of nano-sized powders of ferro-
electrics and ferrites, are given.
In [8], the possibility of chang-
ing the electromagnetic charac-
teristics of composite radio ma-
terials by adding a ferroelectric
to a ferromagnetic material is
shown. In [9], broadband ab-
sorbing coatings are proposed
that provide for the absorption

devices, which must:

— have high speed;

- not influence the characteristics of the protected radio
facilities;

- have stability of characteristics in a wide range of tempera-
tures under the action of damaging EMR factors;

- have ability to quickly restore its electrical strength in
conditions of multiple exposure to EMR;

- have overall dimensions and weight smaller than the over-
all dimensions and mass of the protected equipment.

An analysis of the capabilities of the methods and means of
protection developed to date has shown that they do not fully
meet the requirements for the REM protection.
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of EMR more than 10 dB in the frequency range 8-80 GHz.
In [10], the structure of broadband coatings using a semi-
conductor matrix with radioisotope inclusions is considered.

Thus, despite a wide range of ongoing research in the de-
velopment of effective methods and the creation of means for
REM protection from the impact of a powerful EMR, there
is no protection technology. In turn, the protection technol-
ogy should provide a unified methodological position for
solving the problem of reducing the level of electromagnetic
field intensity affecting the REM. The solution of the existing
problem is proposed on the basis of the complex application
of plasma protection technologies using gaseous and modified
solid-state media.
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The aim of the work: assessment of the possibility of using
plasma media for complex REM protection from the impact of
a powerful pulsed EMR.

To achieve this aim, the following research objectives are
solved:

- assessment of the possibility of using gaseous plasma me-
dia to REM protection by the main reception channels and cable
penetration channels;

- evaluation of the possibility of using solid-state plasma
media with the use of hexaferrite inclusions in the dielectric
matrix as protective shields of the REM cases.

2. Methods

The basic idea of using a gaseous plasma medium for the
REM protection is use of ionization source and to create condi-
tions for the appearance of a breakdown in an ionized medium.
As aresult, the EMR does not penetrate into the subsequent cas-
cades or into the enclosure. Under the EMR influence, it closes
in an ionized environment with high conductivity and prevents
further penetration. After the termination of the EMR action,
the conductivity of the gaseous plasma is sharply reduced, and
the REM continues to operate in the normal mode.

The solution of the problem of assessing the possibility of
using gaseous plasma media to REM protection by the main
reception channels and cable penetration channels is based on
the Krook model
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where q, - the particle charge; m, - the particle mass.

This approach corresponds to the notion that some distri-
bution of particles relaxes to an equilibrium distribution and
there is some time between collisions with momentum transfer.

The Crook model allows to determine:

— distribution function f,, necessary for estimating the main
macroscopic layers of the ionized medium;

— establish a connection with the intensity of the electro-
magnetic field;

- determine the conditions of ignition and the occurrence
of breakdown.

The value of the breakdown field Ey, is taken to be the value
at which the maximum plasma concentration in the perturbed
region is equal to the critical value n,, and corresponds to the
frequency at which the spectrum has a maximum:
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where T, - the time at which ne=n,, 6,,=Tm27/1,.

Investigation of the use of solid-state plasma as protective
shields is based on the basic model of the material with the fol-
lowing structure, as seen in Fig. 1.

The dielectric matrix contains both hexaferrite inclusions
and radioisotope elements. The first are necessary for con-
trolling the magnetic permeability of the shield, the latter for
creating a non-equilibrium state of the electronic subsystem
with the aim of increasing the dielectric losses. The state of a
solid-state ionized medium is described by the Lenard-Bales-
cu kinetic equation. In the case of a gaseous plasma medium,

this equation makes it possible to determine the distribution
function and the finding of frequency-dependent dielectric,
magnetic permeabilities. This, in turn, makes it possible to
determine the EMR damping rate y/w through the parameters
of the medium
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where k - the wave vector; kdq— the Debye wave vector.
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Fig. 1. Structure of the protective material
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3. Results
1. The case of a gaseous plasma medium. The dependence
of the logarithm of the ratio of electron densities to the pulse
amplitude for different pulse durations, obtained using (1), is
shown in Fig. 2.
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Fig. 2. Dependence of the logarithm of the ratio of the electron density

to the electric field strength for times:
1-0.01;2 - 0.1; 3 - 1 in fractions of the pulse duration 1,=3 ns

It is established that the breakdown intensity of the electric
field depends on the initial concentration of electrons in the
discharge volume and the EMR duration. When the ratio of the
critical concentration to the initial concentration is changed only
by a factor of 5 and the air pressure is 750 mm Hg, the breakdown
strength of the field decreases from 30 kV/m to 20 kV/m. With
an increase in the pulse duration by an order of magnitude, the
breakdown field strength is reduced by a factor of 5 Ig n.,/n=20.
As the EMR duration is increased by a factor of 10, the breakdown
strength of the electric field decreases by a factor of 3.

2. The case of a solid-state plasma medium. The dependence
of the EMR damping y/w on the non-equilibrium parameter is
shown in Fig. 3.

\\\ \\\\\\\\\\\\\\\\\ N

0.2

Fig. 3. Dependence of EMR damping on the non-equilibrium parameter
of solid-state plasma
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In accordance with (3) for the intensity of the radioisotope
source of 70 uCu/cm?, due to the non-equilibrium properties
of solid-state plasma, the EMR damping coefficient can reach
values of the order of 70 dB.

4. Discussion
1. The performed theoretical evaluations testify to the prin-
ciple possibility of using the proposed technologies for creation
of means for REM protection from the EMR influence. The
choice of the required initial electron concentration in the gas-
eous plasma leads to a decrease in the breakdown field strength.

Consequently, when creating the necessary initial electron
concentration inside the waveguide or between the walls of the
case and the cable braiding, a real possibility of REM protection
from the impact of powerful EMR appears.

2. The use of a solid-state plasma medium as a shielding
material by selecting the intensity of the radioisotope source, as
well as the number of layers of the dielectric matrix, allows con-
trolling the absorbing properties of the material. The promising
nature of the proposed technology lies in the possibility of its
integrated use to protect against possible penetration channels,
with limitations on the weight dimensions of protection devices.
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